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Some basicsSome basics

• Enrolment = capture of biometric• Enrolment = capture of biometric 
feature and generation of 
biometric sample and/or templatep p

• Raw data (images) or templates?
• Identification or verification?Identification or verification?

– Identification = capture & 
compare to all stored samplescompare to all stored samples

– Verification = present user ID 
and compare against specific p g p
stored template



tcont.
• Where is sample/template stored?Where is sample/template stored?

– Token carried by user (e.g. passport)
– DatabaseDatabase 
– Both

• Distance between enrolment and verification• Distance between enrolment and verification
– How long ago?

Live updating of templates– Live updating of templates
– Differences in equipment and algorithms

Standards/APIs– Standards/APIs



M bi t i t h iMany biometric techniques

Physical 
• Fingerprint

Behavioural
• Dynamic SignatureFingerprint

• Finger/Palm Vein
• Hand geometry

Dynamic Signature 
Recognition (DSR)

• Typing pattern• Hand geometry
• Face recognition
• Iris

Typing pattern
• Gait recognition 
• Heart rate analysis• Iris

• Retina
• Earshape

Heart rate analysis

• Earshape

Voice analysisVoice analysis 
(speaker recognition & pattern analysis)



Error ratesError rates

( )• Failure to enrol (FTE): characteristic missing
• Failure to Acquire (FTA): charactistic present, but 

cannot be recorded at sufficient qualitycannot be recorded at sufficient quality.
– usability: universal access
– security: alternative identification may be less secure

• False Acceptance (FAR): accepting someone other 
than enrolled user
F l R j ti (FRR) j ti ll d• False Rejection (FRR): rejecting enrolled user
– high FRR reduces usability
– High FAR reduces securityHigh FAR reduces security

Will pervasive functionality be available to people who p y p p
cannot be enrolled, or don’t want to be? What are the 

consequences of false acceptance and rejection?





P fPerformance
• User performance depends on p p

– frequency of use: 
• Frequent users complete faster and with fewer q p

errors, infrequent users need step-by-step guidance 
and detailed feedback

– Degree of cooperation
– Total usage time (not just for matching)

• Quality of enrolled and presented samples has key impact 
(e.g. fingerprints 1 or 10 at a time?)

• Different performance for identification and verification (1-1 
verification or 1-many identification)







"We were aiming for it to scan 12 
pupils a minute  but it was only pupils a minute, but it was only 
managing 5 so has been temporarily 
suspended as we do not want pupils' suspended as we do not want pupils  
meals getting cold while they wait in 
the queue "the queue.

Careful balancing of business process requirements 
and security requirements needed.



T t l U PTotal Usage Process

• Time quoted by suppliers often only refer to capture• Time quoted by suppliers often only refer to capture 
of live image & matching
– Walk up to machine
– Put down bags, remove hats, etc.
– Find token (if used)
– Put on token (if used)Put on token (if used)
– Read token
– Wait for live image to be captured & matched
– Walk away & free machine for next user
– Plus average number of rejections & re-tries

Average verification time today 12-20 seconds, longer 
with infrequent usage – what speed to we need for 
identification in pervasive environments?



P f S t t S d Ai tPerformance: Smartgate Sydney Airport

• Problem: speedy & secure immigration• Problem: speedy & secure immigration
• Technology: Face recognition system
• Users: Quantas air crew (2000)Users: Quantas air crew (2000)
• Performance:

– FAR “less than 1%” 
– FRR 2% 
– “could be faster” (average 12 secs)

• Several re designs necessary including updating of image• Several re-designs necessary, including updating of image 
templates

• Extended to travellers with ePassports in 2009:p
http://www.smh.com.au/travel/travel-news/sydney-airport-

opens-smartgate-20090926-g742.html



P f BKA f iti t i lPerformance: BKA face recognition trial

• Railway station with 20,000 passengers/day
• 2 month trial of 3 systems2 month trial of 3 systems
• 200 people on watch list, who passed through every day, 

making no effort to conceal their identitymaking no effort to conceal their identity
• FAR fixed at .1% (= 23 false alarms/day)
• Best performing system at under most favourable detectedBest performing system at under most favourable detected 

caught 60% (down to 20%)
• “not worth the investment” or “catching 6 out of 10 bad g

people is significant progress”?



U bilit IUsability Issues

• Recognising when you are recognised, and which 
featurefeature

• Current technology requires people do adapt, 
instead of adapting to peopleinstead of adapting to people
– “iris dance”

“ t l i ” i f iti– “neutral expression” in face recognition
• Difficult to make work for different user groups 

(e.g. iris and face for dark-skinned people)
• Contextual variables of operationp



C t t l li ht i t fContextual: light interference



U A tUser Acceptance 

Acceptance requires• Acceptance requires 
– perceived need for security

i ( t l t i i )– convenience (or at least - no inconvenience)
– trust in operator (data protection, opportunistic 

usage for other purposes)usage for other purposes)
• Acceptable of modes of operation

Veils?– Veils?
– Hygiene

Fear of attacks being mis identifieid co ert– Fear of attacks, being mis-identifieid, covert 
surveillance, ...





I t ti bi t i d th t h l iIntegrating biometrics and other technologies

1. Face recognition to CCTV
2 Stress or lie detection to face recognition2. Stress or lie detection to face recognition

– Thermal imaging
Mi f i l t– Microfacial movements

3. Lie detection to speaker recognition
4. Iris diagnosis
5. Analysing lipids left by fingerprints5. Analysing lipids left by fingerprints





Ri kRisk –
operator going bust



Beating the system -

• Simple

Beating the system -
Fingerprints
• Simple

– Activate latent prints: 
breathing, bag with g g
warm water

• Sophisticated
– Lift print with tape or 

photograph
• Gelatine print• Gelatine print 

(gummy bear attack) 
– lasts 1x

• Silicone print
– Surgery



Ch C t Cl b t ik iChaos Computer Club strikes again

• Pay by touch system in • Published fingerprint of• Pay-by-touch system in 
German supermarket 
chain

• Published fingerprint of 
German Home Secretary

• Superglue
• Plastic bottle capPlastic bottle cap
• Digital camera
• PC with laser printerPC with laser printer
• Plastic foil
• Wood glueWood glue





B ti th t I iBeating the system - Iris

Si l• Simple
– Picture of eye stuck on 

glassesg
• Sophisticated

– Coloured contact



B ti th t FBeating the system  - Face

• Simple• Simple
– Replay attack (Photo or 

video of person)video of person)
– Glasses with strong 

framesframes
• Sophisticated

– Mask (MissionMask (Mission 
Impossible attack)

h // h i d / / li h/02/11/114/bild7 jhttp://www.heise.de/ct/english/02/11/114/bild7.jpg



C l iConclusions

1. Technology with much potential, but lack of maturity
2. Error rates are still to high can render system 

i funeconomic or unsafe
3. Need careful selection and configuration for

– User groups
– Context of use
– Primary task

4. Consider “purpose creep”
5. Implications for privacy and choice ...



H d t th b l i ht?How do we get the balance right?

“To realize the promises of these technologies, personal 
information that previously was not captured, disseminated p y p ,
or collated has to be constantly exchanged. In ambient 
societies there will be no ‘practical obscurity’. There are no 
technological hurdles that make it too costly to collate the 
fragmented traces of an individual’s actions. 
Fundamentally the vision of ambient societies relies onFundamentally, the vision of ambient societies relies on 
trading access to personal information for convenience.”

Riegelsberger, Sasse & McCarthy (2005):
Depending on the kindess of strangers: Trust in ambient societies.


