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Abstract: In the near future, it is reasonable to expect that
new types of systems will appear, of massive scale that will op-
erating in a constantly changing networked environment. We
expect that most such systems will have the form of a large so-
ciety of tiny networked artefacts. Angluin et al. [1] introduced
the notion of “Probabilistic Population Protocols”’ (PPP) in or-
der to model the behavior of such systems where extremely
limited agents are represented as finite state machines that in-
teract in pairs under the control of an adversary scheduler. We
propose to study the dynamics of Probabilistic Population Pro-
tocols, via the differential equations approach. We provide a
very general model that allows to examine the continuous dy-
namics of population protocols and we show that it includes
the model of [1], under certain conditions, with respect to the
continuous dynamics of the two models. Our main proposal
here is to exploit the powerful tools of continuous nonlinear
dynamics in order to examine the behavior of such systems.
We also provide a sufficient condition for stability.

1 Introduction

In the near future, it is reasonable to expect that new
types of systems will appear, designed or emerged, of mas-
sive scale, expansive and permeating their environment, of
very heterogeneous nature, and operating in a constantly
changing networked environment. Such systems are ex-
pected to operate even beyond the complete understand-
ing and control of their designers, developers, and users.
Although they will be perpetually adapting to a constantly
changing environment, they will have to meet their clearly-
defined objectives and provide guarantees about certain as-
pects of their own behavior.

We expect that most such systems will have the form of a
very large society of networked artefacts. Each such artefact
will be unimpressive: small, with limited sensing, signal
processing, and communication capabilities, and usually of
limited energy. Yet by cooperation, they will be organized
in large societies to accomplish tasks that are difficult or
beyond the capabilities of todays conventional centralized
systems. These systems or societies should have particular
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ways to achieve an appropriate level of organization and in-
tegration. This organization should be achieved seamlessly
and with appropriate levels of flexibility, in order to be able
to achieve their global goals and objectives.

Our envisioned systems have an identified purpose
(which depends on the application). Adaptation should con-
tinue to serve this purpose. This means that sudden varia-
tions of external service requests or enviromental physical
conditions or of motion of network nodes should not stop
the system from serving its goal. Instead the system must
continue to operate in a set of desired states with main-
tained, or gracefully degraded or even improved quality of
service.

The scale and nature of these systems requires naturally
that they are pervasive. This inherent characteristic is both
a benefit and a constraint for the study of such systems. The
ability of networked societies of small artefacts to adapt is
composed of two almost orthogonal dimensions, each with
its own issues and objectives:

e The ability for internal continual self-organizational of
the network.

e The ability to adapt to environmental changes in a
dynamic way. In particular, for systems deployed to
achieve particular goals, this adaptability should also
address the needs, constraints, and commands of its
users.

1.1 The need for a foundational approach

We believe that it is important to establish the founda-
tions of adaptive networked societies of small or tiny het-
erogeneous artefacts. We need to develop an understanding
of such societies that will enable us to establish their funda-
mental properties and laws, as well as their inherent trade-
offs. Our foundational approach to adaptation includes ef-
fort to devise schemes to measure the quality of adaptation
and the degree of optimality of adaptation. Some measures
are (a) how fast the network adapts to the environmental
changes (response time) and (b) how much the system pays
in terms of energy and communication overhead for a quick
adaptation. Less obvious but important measures include:



(a) how much to adapt (and the limits of adaptability), (b)
how much the system pays in overhead in order fo stay pre-
pared for possible future adaptations (cost of maintaining
global structures, economy of enegy, cost of continuous rea-
dyness and awareness).

Establishing a science of adaptive organizations of large
nets of small or tiny artefacts will allow researchers to use
models, laws and fundamental properties in order to further
investigate the operation of such systems in particular cases,
specific to real application scenarios. System designers and
solution developers will be able to apply the fundamental
principles during the design process in order to investigate
the performance of the systems under development and bet-
ter understand the inherent trade-offs of the resulting net-
work.

In terms of the ability for internal continual self-
organizational of the network, it is necessary to provide
mechanisms that will deal with adversarial situations; start-
ing from the physical layer, continuing with the (MAC)
data link, and network layer all the way to the applica-
tion layer. Such mechanisms will be tailored to small de-
vices implementations of proxy and scaled-down solutions.
They can be used directly to ensure the adaptiveness, self-
stabilization and self-organization design criteria or they
can be integrated as part of larger systems in order to deal
with specific problems. So, we forsee a future contribution
to embedded systems design.

Regarding the ability to adapt to environmental changes
in a dynamic way, system developers of Future Open Sys-
tems (e.g., robotic systems) will be able to better under-
stand the ability of systems to achieve particular goals,
given the actual conditions of the environment. They will
be able to classify the resulting systems and better under-
stand the degree of possible control over the environment
and the actual constraints. It is thus important to provide
algorithms that can be used in systems of autonomous (or
semi-autonomous) mobile objects for a variety of activities
dealing with robotic exploration, including communication,
exploration, scheduling robots to jobs, 3-D visualization.
Such algorithms for maintaining connectivity, exploration
strategies for many robots, local scheduling can be directly
used in future system or integrated in order to deal with the
vital challenges of the dynamic aspects of pervasive net-
works.

1.2 Research challenges

The internal self-organization requires to address at least
two problems: (a) how to continually adapt the communi-
cation infrastructure and (b) how to achieve “self-stability”,
which allows effective recovery from transient unexpected
faults. We believe that the second problem is of central im-
portance because self-stabilization is an indispensable prop-

erty of the systems under examination.

The adaptation to the environment and to the needs of
users requires to address the following problems: (a) how to
achieve distributed cooperation, (b) how the system “tribes”
discover and track resources, (c) how the net reacts to im-
posed, uncontrolled dynamicity (such as externally imposed
movements of the artefacts because, e.g., they follow ocean
currents or are attached to humans), and (d) the extremely
important objective of how trust develops or emerges in the
whole net or its parts.

Both kinds of adaptational ability require to be able to
cope, on one hand, with all kinds of threats, faults, and at-
tacks, and on the other hand, to be able to establish and
maintain trust to the humans and to the other parts of the net.
Adaptive security and trust in dynamic settings are tasks we
need to address in both lines of objectives of our research.

2 Population Protocols

Angluin et al. [1, 2] introduced the notion of a compu-
tation by a population protocol to model such distributed
systems in which individual agents are extremely limited
and can be represented as finite state machines. In their
model, finite-state, and complex behavior of the system as
a whole emerges from the rules governing pairwise inter-
action of the agents. The computation is carried out by a
collection of agents, each of which receives a piece of the
input. These agents move around and information can be
exchanged between two agents whenever they come into
contact with each other. The goal is to ensure that every
agent can eventually output the value that is to be computed
(assuming a fairness condition on the sequence of interac-
tions that occur).

The network is modeled as a complete graph G where
vertices represent nodes and edges represent communica-
tion links between nodes. We use the letter n to denote |V,
the number of nodes in the network. Each node is capable
of executing a “process” which consists of the following
components:

e (), a finite set of states.

e X, anonempty subset of (), known as the inital states
or start states.

e T, a transition function («, 3) — (&, ') that maps
ordered pairs of states to ordered pairs of states.

e M, a message-generation function mapping states to
elements of some fixed message alphabet Y, known as
output messages.

We assume that the nodes of the network are numbered
from 1 to n. The processes associated with the nodes of G
do not know their indices.



A state assignment of a system is defined to be an assign-
ment of a state to each process in the system. An execution
of the system is defined to be a sequence Cy, C1, Cs, ... of
configurations (where C)y is the initial configuration) such
that for each i, C; — C; 1. We say that C; can reach C; 1,
if there exists distinct processes v and v such that the state
of win C;, C;(u) = «, and the state of v in C;, C;(v) = 3,
the transition function T specifies («, 3) — (a/, 3") where
C’H_l(u) =o' and Oi+1(’l}) = ﬂ/ and Oi+1(k) = O,(k) for
all k other than u and v. In this interaction we say that u is
the initiator and v is the responder.

An execution converges to an output y € Y if there ex-
ists an ¢ such that for every j > 4, the message generation
function applied to every state occuring in Cj is y. The
process do not know when convergence to a common out-
put has reached, and protocols are generally designed not to
halt.

An execution is fair if for any C; and C}, such that C; —
C; and C; occurs infinitely often in the execution, C; also
occurs infinitely often in the execution.

2.1 Probabilistic Population Protocols

In [1] they also proposed a natural probabilistic varia-
tion of the standard population protocol model, in which
finite-state agents interact in pairs under the control of an
adversary scheduler. In this variant, interactions that occurs
between pairs of agents are chosen uniformly at random.
We call the protocols of [1] by the term “Probabilistic Pop-
ulation Protocols” (PPP).

A probabilistic protocol is defined by a particular prob-
ability distribution over executions from a given configura-
tion where C}; 1 is generated from C; by drawing an order
pair (u,v) of processes independently and uniformly, ap-
plying the transition function 7" to (C;(u), C;(v)) and up-
dating states of v and v accordingly to obtain C;1;. The
execution obtained this way will be fair with probability 1.

A protocol stably computes a predicate P on multisets of
elements of X if for any input configuration C, every fair
execution of the protocol starting with C' converges to 1 if
P is true on the multiset of inputs represented by C, and
converges to 0 otherwise.

In [3] they presented fast algorithms for performing com-
putations in this variation and showed how to use the notion
of a leader in order to efficiently compute semilinear pred-
icates and in order to simulate efficiently LOGSPACE Tur-
ing Machines. [4] studied the acquisition and propagation
of knowledge in the probabilistic model of random inter-
actions between all paris in a population (conjugating au-
tomata).

3 Switching Probabilistic Protocols

We provide a very general model that allows to exam-
ine the continuous dynamics of population protocols and we
show that it includes the model of [1], under certain condi-
tions, with respect to the continuous dynamics of the two
models. We characterize the dynamics of population pro-
tocols by examining the rate of growth of the states of the
agents as the protocol evolves. We imagine here a continu-
oum of agents. By the law of large numbers, one can model
the undelrying aggregate stochastic process as a determin-
istic flow system. Our main proposal here is to exploit the
powerful tools of continuous nonlinear dynamics in order to
examine questions (such as stability) of such protocols.

The network is modeled as a complete graph G where
vertices represent nodes and edges represent communica-
tion links between nodes. We use the letter n to denote |V|,
the number of nodes in the network. Each node is capable
of executing an “agent” (or process) which consists of the
following components:

e K, a finite set of states. We use the letter k£ to denote
|K|.

e X, a nonempty subset of K, known as the inital states
or start states.

We consider a large population of n agents. Let ¢ € K
be a state of the agent and let n, the number of agents that
are on the given state p. Then the total population size is
n= Zle n;. The proportion of agents that are at state q is
rq = 2. We call z, the density of ¢. In the sequel ¢ = ¢,
where i € {1,2,...,k}.

A state assignment of a system is defined to be an assign-
ment of a state to each agent in the system. A configuration
C is a map from the population to states, giving the current
state of every agent. The population state then, at time ¢, can

be described via a vector Z(t) = (z1(t),...,xx(t)). Here
zi(t) =", i=1.. .k

In the sequel we assume that n — oco. We are interested,
thus, in the evolution of Z(t) as time goes on. We use a dif-
ferent model (compared to [1]) for describing a protocol P.
We imagine that all agents in the population are infinitely
lived and that they interact forever. Each agent sticks to
some state in K for some time interval, and now and then
reviews her state. This depends on Z(t) and may result to
a change of state of the agent. Based on this concept, a
switching population protocol consists of the following two
basic elements (specifications):

1. A specification of the time rate at which agents in the
population review their state. This rate may depend on
the current, “local”, performance of the agent’s state
and also on the configuration Z(t).



2. A specification of the switching probabilities of a re-
viewing agent. The probability that an agent, cur-
rently in state ¢; at a review time, will switch to state
g; is in general a function p;; (Z(t)), where p; (¥) =
(pir (Z), ..., pir (X)) is the resulting distribution over
the set K of states in the protocol.

In a large, finite, population n, we assume that the re-
view times of an agent are the “birth times” of a Poisson
process of rate A; (Z). At each such time, the agent i se-
lects a new state according to p; (#). We assume that all
such Poisson processes are independent. Then, the aggre-
gate of review times in the sub-population of agents in state
q; is itself a Poisson process of birth rate x;\; (Z). As in
the probabilistic model of [1] we assume that state switches
are independent random variables accross agents. Then,
the rate of the (aggregate) Poisson process of switches
from state g; to state g; in the whole population is just
2ot (E(1)) piy (&(1):

When n — oo, we can model the aggregate stochastic
processes as deterministic flows (see, e.g., [7, 8]). The out-
flow from state q; is >, ¥;A; (Z) pij (Z). Then, the rate

dmi (t)

of change of z;(t) (i.e. =

or Z;(t)) is just
Z; = Z z;pji (£) Aj (F) — Ai (Z) @ M

jEK

fori=1,... k.

We assume here that both \; () and p;; (£) are Lipschitz
continuous functions in an open domain Y containing the
simplex A where

K
A:{(J;i,...7xk):z,ri:1, SL‘Z‘ZO,Vi}
i=1

By the theorem of Picard-Linderlof (see, e.g., [6] for a
proof), Eq. 1 has a unique solution for any initial state Z(0)
in A and such a solution trajectory Z(t) is continuous and
never leaves A.

4 SPP includes PPP

We now show that our model of Switching Probabilistic
Protocols (SPP) is more general than the model of [1] in the
sense that it can be used to define the Probabilistic Popula-
tion Protocols (PPP). We do this by showing the following:

Theorem 1 Assume that a set of differential equations rep-
resent the continuous time dynamics of PPP as a limit of
the discrete model. Then, the continuous time dynamics of
SPP include those of PPP as a special case.

Proof. According to [1], the discrete-time dynamics of
a Probabilistic Population Protocol (PPP) are given by a

finite set of rules, R of the form

(p,q) — (' q)

where p,q,p',¢" € K (K = {q1,...,q}) together with a
set A of n agents and an (irreflexive) relation £ C A x A.

Intruitively, a (u,v) € E means that u, v are able to in-
teract. [1] assumes further that £ consists of all ordered
pairs of distinct elements from A.

A population configuration in [1] is a mapping C : A —
K (K is the set of states). Let C' and C’ be population
configurations, and u, v be two distinct agents. [1] says that
C can go to C” in one discrete step (denoted C' += C") via
an encounter e = (u, v) if

(C(u), C(v)) = (C'(u), C"(v))

is arule in R. This means that the state C'(u) of u switches
to C’(u) and also C'(v) switches to C’(v).

The execution of the system is defined to be a sequence
Cy, C1,C5, ... of configurations (where C is the initial
configuration) such that for each i, C; — C;;1. An exe-
cution is fair if for any C; and C}, such that C; — C'; and
C; occurs infinitely often in the execution, C; also occurs
infinitely often in the execution.

In the probabilistic version of the above, [1] further states
that e (the ordered pair to interact) is chosen at random,
independently and uniformly from all ordered pairs corre-
sponding to edges e in A x A ([1] calls it the model of
Conjugating Automata, inspired also by [4]).

Let us now assume that n — oo and let z; = lim,,_, o %
be the population fraction at state ¢; € K at a particular
configuration C, at time ¢. Consider the rule p in R

(QTa Qm) = (quj)

Without loss of generality we assume in the sequel that
r # m and ¢ # j in such rules p in R. By the unifor-
mity and randomness, the probability that such an e, that
follows from rule p, is selected (as the encounter), is just
2 (t)xm(t). Let A; be the set of all (r,m) that are the left
part of a rule p:

(i, Qj)

(@r qm)
= (qJ7Qz)

or (q’l”7 qm)

Let B; be the set of (r, m) that are the left part of a rule p':

(QM Qm) = (C]r’7 QM’)

with 7 = ¢ or m = ¢. Without loss of generality let » = 7 in
p'. By considering a small interval At and taking limits as
At — 0, due to fairness we get Vi:

Bo= Y mWant) - () D wm) Q)

(r,m)€EA; (i,m)€B,;



The above set of equations describe the continuous dynam-
ics of PPP.

Now, consider our SPP dynamics and Eq. 1. Set
Ai (&) = @, (t), with m ranging over all rules

(@r,@m) = (@5 Gm?)

with r = ¢, and all rules

(qma QT) i (an qm’)

with » = 7 (i.e., over all rules in B;).

Also, set pp,; = pri =0, if r,m do not belong in any
tuple of A;.

Finally set

iz Y )

" meC(r,i)

where C(r, ) is the set of indices m in the second argument
of the left part of rules in 4; (i.e. (¢, gm) — (Gr', Gm) With
v =dqorm’ =1).

Then our system of Eq. 1 (the SPP dynamics) becomes
the system of Eq. ?? (the PPP dynamics). Thus the PPP
dynamics are a special case of the SPP dynamics in the
continuous time setting. a

Here is an example of the reduction described above. Let
the rules R in PPP be

(1,92) = (g3,92)
(a3,q1) = (q1,2)
(a2,93) — (q2,01)

This gives the continuous PPP dynamics:

Ty = 123 + Towz — 11 (T2 + 13)
Cﬂ.Q = 2123 + T1T2 + T2X3 — T2 (.’ﬂl +Z3)
¥z = mxe — x3(T1 + T2)
We then set
A = To + x3
)\2 = x1 + 23
A3 = 1 + X9
and
P21 = 3ia, P11l = 512, P31 =0
— 3 _ 1 _ T2
P12 = ¥, P22 = 754, P32 = 744,
T
P13 = ;10 P23 = p33 =0

and this results in our SPP dynamics, namely:

1 = TiMpiur + TaAepar + T3Azp31 — T
T1AP12 + Tadapaz + TzAsPsza — Tadg

T

x3 T1A1p13 + TaA2pag + X3A3p33 — T3A3

S Stability of nonlinear dynamic systems: a
sufficient condition for decidability.

Let us consider a dynamic system
2 = fi (@), i=1,...,k
that is, in fact, more general than Eq. 1.
Definition 1 (Fixed Points) Let £* be a solution of the sys-
tem {f; (¥*) =0, i =1,...,k} which we call a fixed point

of the system.

By making a Taylor expansion around z* we obtain a
linear approximation to the dynamics:

df .
Zi :Z(Ij*ﬁ)i(rﬂ)

d$j

Setting §; = x; — x] we get

: afi .
G- Yogt@)

which is a Linear System with a fixed point at the origin,
ie., f = L¢ where the matrix L has constant components
Li; = 52; (Z*). L is called the Jacobian Matrix. Then, by
the theorem of [5] we have

Corollary 2 If the fixed point &* is hyperbolic (i.e., all
eigenvalues of L* have a non-zero real part) then the topol-
ogy of the dynamics of the nonlinear system around ™* is
the same as the topology of a Z* in the Linear system.

In fact, let each eigenvalue of L be ¢ = a + iw.
Corollary 3 Let a # 0, V¢ eigenvalues of L. Then

(a) If a < 0, V¢ then Z(t) approaches the fixed point Z*
ast — oo.

(b) If there exists a ¢ with a > 0 then Z(t) diverges from
the fixed point * along the direction of the corre-
sponding eigenvector. That is, the fixed point * is
unstable.

Thus we get our main result of the system:

Theorem 4 If all fixed points * of our population dynam-
ics of Eq. 1 are hyperbolic, then we can decide stability of
the population protocol, around x*, in polynomial time in
the description of the protocol.

Corollary 5 If all fixed points of PPP are hyperbolic, then
the stability of PPP can be decided in polynomial time.



6 Conclusions

The population protocol model of Angluin et. al. [1]
consists of a (large) population of finite-state agents that in-
teract in pairs. Each interaction updates the state of both
participants according to a transition function based on the
pair of the participants’ previous states. A natural proba-
bilistic model, proposed in [1], assumes each interaction to
occur between a pair of agents chosen uniformly at random.
We call the protocols of [1] by the term “Probabilistic Pop-
ulation Protocols” (PPP). [4] studied the acquisition and
propagation of knowledge in the probabilistic model of ran-
dom interactions between all paris in a population (conju-
gating automata). Curiously, the differential equation ap-
proach for such protocols was not proposed till now.

We imagine here a continuoum of agents. By the law
of large numbers, one can model the underlying aggregate
stochastic process as a deterministic flow system. Our main
proposal here is to exploit the powerful tools of continuous
nonlinear dynamics in order to examine questions (such as
stability) of such protocols.

We have extended the class of [1] by defining a gen-
eral model of “Switching Population Protocols” (SPP). Our
main point is that one can study stability and population
dynamics of protocols, via nonlinear differential equations
that describe quite accurately the (discrete) population pro-
tocol dynamics when the population is very large. The “dif-
ferential equations” approach was indicated in the past for
the analysis of evolution of algorithms with Random Inputs,
by [7, 8]. Our approach provides a sufficient condition for
stability of PPP of [1] that can be checked in polynomial
time. It also gives a more general way to specify population
protocols, that reveals interesting classes.
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